
Do you know your weakest link?

Your cyber security is only as strong as your weakest link. A number of pieces of electronic equipment 
on board depend on information received from other electronic systems for effective operations.
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Opening or closing of certain valves could be triggered by electronic signals received 
from a remote location on board the vessel. The convergence of Information 
Technology (IT) and Operation Technology (OT) requires us to look at the cyber 
security of all our systems. A breach in any one can have a collateral breach of others 
thereby impairing the vessel’s performance or in worst cases causing blackouts on 
board the vessel. Identify all vulnerable areas for a safer cyber environment on board 
your vessels.

Further information

Cyber security awareness package  (provides links for posters, presentations, case 
studies and videos)

Alert Maritime industry targeted by cyber criminals 

Alert Ship operators cannot afford to turn a blind eye to cyber security 

Insight Cyber security awareness in the maritime industry 

Insight It is time to strengthen your onboard cyber security procedures 

Videos 

Case study 

Loss Prevention Poster Cyber security 

Loss Prevention Poster Think before you click 

Loss Prevention Poster Is your download free of malware? 
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http://www.gard.no/web/content/cyber-security-awareness-information-package
http://www.gard.no/go/target/28203953/
http://www.gard.no/web/updates/content/27958640/ship-operators-cannot-afford-to-turn-a-blind-eye-to-cyber-security
http://www.gard.no/web/updates/content/22140110/cyber-security-awareness-in-the-maritime-industry
http://www.gard.no/web/updates/content/26742440/it-is-time-to-strengthen-your-onboard-cyber-security-procedures
http://www.gard.no/web/content/loss-prevention-awareness-videos
http://www.gard.no/Content/25669458/Gard%20Case%20study%20Cyber%20security.pdf
http://www.gard.no/Content/27499276/cache=1573047291000/attr=963499adc39b4b4de0536f1da8c07bd6/gard_poster13_+Cyber+security_lores+%28ID+367614%29.pdff
http://www.gard.no/Content/28214472/cache=1573047282000/attr=963499adc3a14b4de0536f1da8c07bd6/gard_poster14_Thinkbeforeclick_lores+%28ID+367616%29.pdfk
http://www.gard.no/Content/28214473/cache=1573047271000/attr=9634cfbaed1671bce0536f1da8c0ed4f/gard_poster16_++malwarefree_lores+%28ID+367618%29.pdf

